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COMMENTARIES 



In her research project, The Intelligence Archipelago: The Community’s Strug- 
gle to Reform in the Globalized era, Ms. Melanie Gutjahr has made a significant 
contribution to our understanding of how Intelligence is conducted, the future 
implications for our national security if changes do not occur, and the role the 
recently enacted “Intelligence and Terrorism Prevention Act of 2004” will play in 
helping to determine the future of U.S. Intelligence. Her diligent research com- 
bined with her personal knowledge of the arcane and esoteric world of intelli- 
gence provides the basis for her clear analysis and strong conclusions. This is an 
excellent body of work, worthy of study by anyone interested in U.S. Intelligence 
and interested in making a world class Intelligence Community even more effec- 
tive than it is today. 

Her description of the history of the U.S. Intelligence Community and efforts 
to reform it since World War II provides the necessary context for understanding 
the Community’s current organization and the public and private calls for change. 
She describes in detail the most significant attempts to reform U.S. Intelligence 
and the responses of career Intelligence officers. Her descriptions show recurring 
themes throughout the period suggesting that important shortcomings have 
repeatedly not been addressed. It is this repetitive resistance to change that makes 
her historical narrative both troubling and sad. In many instances, it appears that 
career intelligence officers respond to criticisms by asserting that change has 
occurred after the critiques were developed and therefore suggestions for reform 
apply to a Community that no longer exists. It certainly is true the intelligence 
domain is very dynamic and today is different than yesterday, this week is rather 
different than last week, and this month is very different than six months ago. But 
it is quite clear that the recurring themes demonstrate a failure to acknowledge 
problems and to create a future that addresses the fundamental shortcomings of 
today, yesterday, last month, last year-and tomorrow. The career intelligence 
officer response to arguably the nation’s worst strategic surprise on September 
1 1th appears to be no different than responses in the past: you don’t understand 
intelligence, leave us alone, we will fix it on our own. Ms. Gutjahr’s work pro- 
vides the essential understanding of this context. 

Her analysis of the implications if changes do not occur is very important. 
Moreover, her understanding of the effects of “globalization” and the significance 
of the digital age are of great value in appreciating the urgency for reform. She 
assesses the imperfect “Intelligence Reform and Terrorism Prevention Act of 
2004” and the opportunity it gives the nation to “get it right.” Unfortunately, she 
does not reveal unbridled optimism about the future of intelligence reform. 
Career intelligence officer responses to the new law — and other agents for 
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change — so far appear to be no different than they have been in past. Nonethe- 
less, as she advises: 

Reform must be construed as a Community-wide, never-ending series 
of process improvement tasks. Processes and procedures that guarantee 
success against our opponent today will be ill-advised as we face 
tomorrow’s enemy. The Community must maintain a constant watch 
against complacency. 

As Ms. Gutjahr notes, much remains to be done and the only people who can 
get it done are the career intelligence officers who are never seen publicly and 
have devoted their lives to keeping us all safe. The intelligence archipelago must 
become a sea without islands. 



Art Grant 

Vice President, National Intelligence, Space and 
Geospatial Programs, the Raytheon Company 

Ms. Gutjahr makes a valuable contribution to what has been, thus far, a woe- 
fully inadequate discussion of intelligence reform. Despite high profile Commis- 
sions, legislative initiatives, and more focus on the Community than has existed 
in many years, the quality of the debate remains shallow and confused. Unfortu- 
nately, the various external efforts to date have done a far better job of chronicling 
intelligence failures (a valuable contribution to be sure) than they have of recom- 
mending workable solutions. From all appearances it will fall to practitioners 
who actually understand the workings of this very complicated Community to lay 
out a way ahead. This book will be a valuable reference to support that effort. 

Ms. Gutjahr’s effort is particularly important because the ability of the IC to 
successfully deal with globalization is the single most important issue confront- 
ing the new DNI. It has implications for the structure, culture, training and very 
nature of what we do and how we do it. The topic will dominate any sophisticated 
discussion of intelligence reform for at least the next decade and Ms. Gutjahr is 
on the leading edge of that discussion. 



Russ Travers 

Deputy Director, National CounterTerrorism Center 
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Failures, Fallacies and Fixes: Posturing 
Intelligence for the Challenges of Globalization 

Russell E. Travers 1 

Six decades ago, in the aftermath of the Second World War, the United States 
struggled to develop a security strategy to confront the Soviet Union. After two 
years of debate and indecision, the National Security Act of 1947 established the 
intelligence and security architecture that eventually won the Cold War. Modified 
over time, that national intelligence apparatus served us well against a monolithic 
enemy; a talented workforce, extraordinary technical capabilities, and the sheer 
brute force attendant to spending immense sums on intelligence, gave rise to 
many successes. 

We’re now 15 years past the end of the Cold War. We’ve suffered a series of 
intelligence failures, and we’ve seen myriad still-born reform efforts. With the 
political imperative generated by the 9/1 1 Commission, we have “The Intelli- 
gence Reform and Terrorism Prevention Act of 2004” (the Legislation). And 
more recently we have the “Report of the Commission on the Intelligence Capa- 
bilities of the United States regarding Weapons of Mass Destruction” (WMD 
Commission). Are we on the road to “fixing” intelligence, or are we at risk of 
making it worse? In truth, either outcome is entirely possible. Intelligence reform 
has become such a cottage industry that the debate is confused, and good ideas 
are routinely interspersed with those that are ill conceived. Certainly we will need 
to fight the inclination to check the “fix intelligence” block and move on to other 
issues; if we’re going to get this right, we are in the very opening stages of a pro- 
tracted and complicated series of changes to the Intelligence Community. But 
how should we be moving forward? Are we focusing on causes or symptoms? 
What problems are we trying to correct? And how do we go about fixing them? 
We need to take a very clinical approach to these questions as we implement the 
Legislation and continue efforts to reform an Intelligence Community that 
remains ill equipped for the challenges of the 21st Century. 



1 Russ Travers works for the Defense Intelligence Agency and is assigned as a Deputy Director of 
the National CounterTerrorism Center (NCTC). The views expressed in this article are those of 
the author and do not reflect the official policy or position of the Department of Defense or the 
United States Government. 
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Looking back over the past fifteen years, our critics will, with varying degrees 
of justification, point to our failure to project the demise of the Soviet Union, the 
unanticipated Indian nuclear test, the inadvertent strike on the Chinese Embassy, 
the surprise launch of the North Korean Taepo Dong-1, the incorrect assessments 
of Iraqi WMD, and, of course, 9/11. What do these failures-these symptoms — 
have in common? In actuality: virtually nothing. The reasons run the gamut: a 
mismatch between taskings and resources, technical collection inadequacies, a 
lack of HUMINT sources, inadequate validation of sources, gaps in databases, 
analytic blinders, substandard analytic art, and shortfalls in information dissemi- 
nation to analysts and operators. This is in no way a blanket indictment of the 
Community: there are many brilliant people doing wonderful work. But there are 
systemic problems that permeate all aspects of our business. Fixes will be neither 
easy nor fast, and it is not at all clear that either the Legislation or the WMD 
Commission envisions the necessary remedies. 

While intelligence reform is cast in terms of avoiding more failures, we should 
not lose sight of the historic context. The current imperative should be to ensure 
that the Intelligence Community is up to the challenges of globalization-where 
an economic problem in one region can quickly affect conditions around the 
globe, or technology controls are easily circumvented, or information about the 
deadliest weapons known to mankind are available at a keystroke, or military 
capabilities can be either rented or bought, or radical ideologies can be pushed 
from a cave in Afghanistan to a worldwide audience, or, in a huge challenge to 
our constitutional order, the foreign and domestic divide simply doesn’t mean 
much anymore. In such an environment, we need to help the policy community 
build on the many opportunities provided by the upsides of globalization, while 
accurately forecasting and dealing with the very serious downsides. 

The essence of our mission hasn’t changed very much; we need to get the facts 
straight, provide them when/where needed, and be regarded as a source of objec- 
tive analytic expertise that will keep the policy debate intellectually honest and 
help inform the country’s risk equation. So why are we struggling with such age- 
old tasks? The answer, unfortunately, is much more complicated than the discus- 
sion leading up to either the Intelligence Reform Act or the WMD Commission 
Report would suggest. This commentary addresses the nature of the IC’s prob- 
lems, debunks some of the conventional wisdom, and suggests a series of princi- 
ples that could serve as a road map for some of the reforms that need to be 
pursued. 

As we think about reform of the Community, we need to start with a sound 
understanding of the underlying problems, after which improvements will begin 
to suggest themselves. Thus we begin with the proposition that the Community’s 
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problems can be clinically explained in the simplicity (and tyranny) of the Intelli- 
gence Cycle. By doctrine the process of “doing” intelligence is divided into a 
cycle: the policy community provides general direction, and from that we do our 
planning; we determine whether we need new collection to address the relevant 
issues; we utilize the data-newly collected and/or resident in databases to per- 
form analysis; we then disseminate that analysis to our consumers who provide 
us feedback — and the cycle begins again. While the Intelligence Cycle is much 
maligned these days, and there are clearly many instances where such a struc- 
tured approach doesn’t apply, it still offers a useful framework for dissecting the 
problems that have developed over the past 15 years. 

Reform Through The Lens of The Intelligence Cycle 

Planning and Direction 

Because the Planning and Direction portion of the Intelligence Cycle sets in 
train an inescapable logic for virtually everything that follows, it is difficult to 
overstate its importance. And unfortunately it is also difficult to communicate 
how badly it is broken. There are two issues at work: the development of national 
security policy, and the management of the IC to best inform that policy. Both are 
in flux. 

First, an uncertain, difficult world has bedeviled those responsible for national 
security strategy. We came out of the Cold War indisputably “number one,” but 
woefully unprepared for the discontinuity attendant to losing the Soviet Union as 
our organizing principle. As a country we are well into our second decade of geo- 
political confusion. While trite, it is true that we don’t yet have our George Ken- 
nan article for an era of globalization. With no consensus about the nature of our 
interests or how best to defend them, we have been in a prolonged transition since 
the early 1990s. The Executive Branch coined its share of buzz words: “engage,” 
“enlarge,” “assure,” “dissuade,” and the like, but from an intelligence perspective 
there has simply been no actionable way to prioritize resources. 

Internal management of the IC matched geopolitical confusion with its own. 
Faced with the demand for a peace dividend, the Community absorbed 20-25 per- 
cent cuts and embarked on a host of flawed prioritization schemes (throughout 
the 1990s our international challenges always seemed to occur in the lowest pri- 
ority countries-Somalia, Haiti, the Balkans). Because there was no stomach for 
reorganization, the Community largely kept the existing structure and forced IC 
core missions to fit it-in essence “function” followed “form” rather than the other 
way around. This was most clearly seen in the fundamentally flawed effort to 
divide analysis into political, economic, and military subcomponents and divide 
analytic responsibilities around the Community; anyone interested in the roots of 



xiii 



analytic intelligence failures need not look much further. Finally, the Community 
gravitated to the only thing that could support resource demands at the time: 
intelligence “support to military operations.” DoD, anxious about fixing short- 
comings of DESERT STORM, provided ample justification through the National 
Military Strategy requirements. This focus on support to the military proved 
responsible for skewing intelligence resources away from a more balanced view 
of national security. 

Collection 

The basic flaws in the Planning and Direction portion of the Intelligence Cycle 
gave rise to subsequent problems in collection throughout the 1990s-in ongoing 
as well as planned collection. The immediate problem was associated with being 
whip-sawed from crisis to crisis. Almost invariably crises occurred in relatively 
low-priority countries and required a massive surge effort to build a sufficient 
base of knowledge; clearly some collectors surge better than others, but overall 
the Intelligence Community can be justifiably proud of the way it marshaled col- 
lection resources. There was, however, an opportunity cost of surging and that 
was reflected in diminished work on target development and basic database main- 
tenance; the mistaken attack on the Chinese Embassy in Belgrade reflected just 
such neglect. Moreover, the collection community was confronted with an 
increasingly complex environment as a result of the dizzying pace of information 
technology advances; it was being run ragged by current crises and was falling 
farther behind the technology curve. 

In the near-term, the collection picture was oriented toward reacting to an ad 
hoc national security policy, and the future collection picture was overwhelm- 
ingly oriented toward support to the military. The demand to support two nearly 
simultaneous large-scale contingencies and the information dominance require- 
ments of Joint Vision 2010 and JV2020 were consuming programmed resources. 
We had inadvertently created the proverbial self-licking ice cream cone; the 
national security strategy (the Planning and Direction portion of the Intelligence 
Cycle) and its heavy emphasis on total military superiority, gave the IC its guid- 
ance: the IC needed to support this level of military planning, so, in effect, the 
collection community had license to steal. The very demanding (expensive) key 
performance parameters and the composition of the ultimate constellation flowed 
directly from the military strategy; we are still feeling the financial squeeze — the 
Future Imagery Architecture shortfalls epitomize the problem. Finally, forgotten 
in much of the discussion of technical collection was human intelligence; it 
wasn’t deemed very relevant to the 1990s discussion of intelligence support to 
two major regional contingencies. While HUMINT is all the rage today, we can 
trace the under-investments of the last decade directly to the focus on support to 
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military operations and the perceived greater relevance of the more technically 
oriented disciplines of IMINT, SIGINT, and to a lesser degree, MASINT. 

Analysis 

While the Community invested in collection to support an apparently endless 
supply of requirements, analysis was inevitably short-changed. For any number of 
reasons we would find ourselves woefully unable to deal with an increasingly 
complex world. There is no question that a number of our key analytic problems 
were the result of self-inflicted wounds. More on that later. Flowever, at least four 
significant problems that undermined the relevance and quality of our analysis 
were set in train by the intelligence cycle-indeed, they can all find their lineage in 
Planning and Direction shortcomings. The first, and perhaps most obvious prob- 
lem was the near-term, reactive orientation of U.S. national security strategy. With 
an ad hoc foreign policy that had little long-term vision, there was virtually no 
interest in or patience for longer-term intelligence analysis. As a country we oper- 
ated from day to day, and our Community analysis reflected that reality; unfortu- 
nately, when trend analysis focuses on weeks and months instead of years and 
decades, we are in trouble. The next two problems acted in concert and further 
undermined sophisticated, contextual analysis. Because Community investments 
were oriented primarily toward supporting military operations, we focused more 
on counting and reporting than analyzing; we operated at the “data end” of the 
spectrum rather than the “knowledge end.” But of even more import, the Commu- 
nity, with Congressional prodding, adopted a management philosophy that divided 
up analytic responsibilities and parceled them out between and among Depart- 
ments and Agencies. Now think about this: globalization represents, by definition, 
the growing interrelationship among politics, religion, culture, economics, tech- 
nology and security. And at that precise moment in history, the Intelligence Com- 
munity was, as a matter of conscious design, embarking on a self-imposed 
Balkanization-divvying up among production centers these various analytic disci- 
plines as if they were unrelated. Contextual analysis never had a chance. 

To top matters off, a further side-effect of trying to manage and de-conflict 
the efforts of a dozen national-level agencies was the introduction of a signifi- 
cant level of bureaucratic friction — it became very difficult to get things done; 
managers across the IC found themselves focused more on alleviating that fric- 
tion, fighting for scarce resources, or being assigned to mind-numbing tiger 
teams, working groups, steering committees or process action teams. As a result 
they were less focused on the business of knowledge. In the final analysis, desk 
analysts were often left to operate without adequate substantive supervision, and 
we were developing, and expanding, a cadre of managerial functionaries with 
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abysmal substantive expertise; they largely measured success in their careers by 
being managers of intelligence rather than doers of intelligence. 

And so, at a time when globalization was confronting the Intelligence Commu- 
nity with the most complicated world in human history, the structure was ill con- 
ceived, analysts were ill prepared and managers were increasingly divorced from 
substance. We had hard-wired failure into the system, and didn’t even realize it. 

Dissemination and Feedback 

Mediocrity was winning by default in our core analytic function, but the Intel- 
ligence Community’s ability to piggyback on technological innovation in support 
of dissemination was, and is, a huge success story. The movement of electrons 
instead of paper revolutionized dissemination. And thanks to the vision of those 
focused on weaning the Community off proprietary solutions and on to off-the- 
shelf approaches, the future is bright. However, there are serious challenges. We 
are moving unevaluated information at the speed of light not only to analysts, but 
also to a very broad range of consumers; we are empowering those who wish to 
create their own “intelligence shops,” thereby enabling them to search out intelli- 
gence (no matter how questionable or badly sourced) to support preconceived 
notions. The increasing power and reach of our dissemination network will only 
exacerbate that problem . 11 

Faced with a flood of information, consumers often perceive intelligence 
assessments as just one more stream of information-a stream that may not be as 
timely, as sophisticated, or as aesthetically well packaged as other sources (we 
don’t tell a story very well). Moreover, dissemination and feedback are further 
complicated by the times in which we find ourselves. An ad hoc security strategy 
implies that policymakers at all levels are increasingly tactical in their outlook. 
As a result, we see an insatiable appetite for information in which almost no 
detail is too trivial. Further, in an era of globalization, Executive Branch Depart- 
mental responsibilities are blurred and policymakers’ interests expand beyond 
traditional “lanes in the road.” As they look to their organic intelligence elements 
to meet ever-expanding interests, these organizations are being pushed into areas 
they are ill-equipped to address. The IC finds itself spending an inordinate 



11 This is not merely a problem with policy consumers. Some intelligence analysts, overwhelmed 
with the amount of available information, do the same thing-search massive data holdings in a 
manner that inadvertently provides information to support a preconceived hypothesis but doesn’t 
highlight contradictory material. Indeed, this mirrors a broader societal problem; portions of the 
U.S. body politic deal with information overload by searching out newspapers, cable channels, 
websites or even movies that support their own political views. This general tendency toward 
self-selection is undermining everything from objective intelligence analysis and reasoned policy 
making to informed political debate. 



XVI 



amount of time chasing down meaningless details, debunking erroneous reports 
that policy has embraced, pursuing angles that are not relevant to the problem at 
hand, or navigating a steep learning curve trying to address unfamiliar issues. Of 
course we must go the extra mile and address consumer interests. But intelligence 
isn’t a “free good”; the IC must do a better job of managing consumer expecta- 
tions and explaining the opportunity costs of indulging off-the-wall “science 
projects.” 

Finally, feedback is critically important to ensure that the Intelligence Commu- 
nity gain policy insights-particularly in a rapidly changing world. Unfortunately, 
perceived sensitivities on both sides may limit the access of intelligence officers 
into policy deliberations. In addition, it is a rare policymaker who will make time 
to provide a backbrief to analysts, and their sensitive reporting cables will often 
stay in policy channels, never making it to the desk analyst. 

So, having gone full circle, the lack of feedback further undermines the broken 
Planning and Direction component of the Intelligence cycle, and the vicious cir- 
cle begins anew. 

The Intelligence Community’s Self-inflicted Wounds 

The logic of the Intelligence Cycle explains many problems and reflects the 
fact that within the U.S. Government are many shared failures. But the IC has had 
some control over its own destiny and has much to answer for. Analysis is the 
clearest case in point. In the 1990s the analytic component of the Intelligence 
Community was beginning to lose its competitive advantage and simply wasn’t 
adapting rapidly enough. With the collapse of the Soviet Union our ability to hide 
behind classification markings was eroding; we could still stamp things “secret,” 
but we had lost the monopoly on information and were increasingly second- 
guessed by academics, journalists, and even policymakers who had access and 
expertise rivaling ours. 

In the marketplace of ideas, ours were no longer compelling, and we were not 
training people to compete. As the WMD Commission and others have noted, 
analysts weren’t sufficiently inquisitive when it came to questioning what a 
source said or why he said it; and the collection community was loathe to let the 
inquisitive analysts get their noses too far under the collection tent. Ask a young 
analyst to discuss the role of “assumptions” or “rules of evidence” or “hypothe- 
ses” and you would be just as likely to get a blank stare as a coherent discussion 
of analytic art. 

We had created a generation of reporters rather than analysts. Unfortunately, 
even getting the “facts” straight in a world of web sites, instantaneous communi- 
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cation, and circular reporting can be problematic. Analysts are generally better at 
the “who,” “what,” and “where,” somewhat worse at the “how” and “when,” and 
often miserable at the “why” and the “so what.” We simply haven’t brought in 
and trained sufficient numbers of analysts equipped to handle the latter kinds of 
contextual questions; how many cultural anthropologists have we hired over the 
past decade? The corollaries are endless, but two stand out. First, we are gener- 
ally bad at dealing with uncertainty-the standard fare of the intelligence analyst; 
despite the fact that the single greatest uncertainty may be the role the U.S. 
chooses to play in the world, Intelligence Community analysts are tempted to 
consider the future in terms of three-digit accuracy when we have, at best, one- 
digit confidence. And second, we tend toward “worst case analysis,” piling 
assumption on top of dubious report on top of speculation. There appears to be no 
penalty for over-warning, and we have done it often. 



Other factors have magnified the impact of inadequate analyst training. The IC 
remains conflicted about the essence of analysis-what it is, and who does it. On 
the one hand we tend to blur the distinction between those organizations that 
should have a truly analytic mission, and those that have more of a situational 
awareness function. Terrorism analysis remains the perfect example. By taking a 
relatively anarchic approach, we have had an explosion of “fusion centers.” A lack 
of critical mass and something resembling seven-year-old soccer ensues; with too 
many organizations chasing the latest intelligence report, and far too many enthu- 
siastic amateurs doing the analysis, the work product can be shallow and the Com- 
munity is sub-optimized. On the other hand we may need to rethink the meaning 
of “all-source” intelligence, relative to Signals or Imagery Intelligence. Clearly the 
“single INT” Agencies must make their “take” available to the broader Commu- 
nity. However, many NSA and NGA analysts routinely, and appropriately, use 
other disciplines to inform their work, and they often know their target at least as 
well as their all-source colleagues. As a Community we need to make the best use 
of our collective talent. This almost invariably means building teams of analysts 
from across the Community; it has worked every place it’s been tried. 

The Horizon For “Fixes” 



Before focusing on “fixes,” it is best to examine the future security environ- 
ment. As we look out over the next 5-10 years, we can’t separate intelligence 
reform, and the IC’s claim on resources, from the global security picture and the 
U.S. domestic political debate. 

On the security side we can be assured that the Middle East will remain in tur- 
moil, that North Korea is at least a near-term problem, that China is a long-term 
challenge, and that Russia will pose some unique security concerns. Certainly it 
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is true that nation-state development of WMD and long-range missiles will 
always be a concern. 111 But beyond such long-standing issues, the principal chal- 
lenges will continue to be those associated with the downside of globalization- 
particularly the threat posed by international terrorism and the potential use of 
WMD against the homeland. 

The likelihood and timing of this threat manifesting itself are huge uncertain- 
ties. There is no question that the extraordinary efforts of the CIA’s Counterter- 
rorism Center, coupled with those of the U.S. military and other USG elements 
involved in the offensive war against terrorism, have inflicted huge losses on A1 
Qaeda. But global conditions are a veritable petri dish for jihadists, and we are 
not going to succeed by killing these people until they like us. The smart money 
almost certainly says that terrorists are being created faster than we are killing or 
capturing them. They are more junior, less experienced and more prone to mak- 
ing mistakes. But the new generation is more computer-savvy, and as their expe- 
rience grows and they become ever more empowered by information and 
technology, the threat will grow more complex. 

Timing, however, is critical as we go about planning to confront such a threat. 
Absent a clear and present threat perception, democracies don’t plan well for 
future security challenges. And the longer we go without a major attack on the 
homeland, the greater the likelihood that there will be a recalibration away from 
the traditional national security accounts and toward the concern about deficits 
and a host of domestic challenges. One wonders how long the country is going to 
support continued growth in the defense and intelligence budgets. 

Information Sharing — a Red Herring 

If the Intelligence Community is not well postured to deal with such an extraor- 
dinarily complex security environment, how do we fix it? For those in search of 
simple solutions to complex problems the latest nominee appears to be “informa- 
tion sharing.” Clearly there is much work to be done, though by any objective stan- 
dard the Community has made huge strides in this area since 9/11. However, it is 
also critical to recognize that the complex range of policy, technical, security, and 
legal challenges attendant to information sharing belies any simple solutions. More 
importantly, while information sharing is critical, it’s just not the answer to all our 
problems. A number of observations are warranted: 



m While the IC is coming in for its share of criticism, it is instructive to note that the IC’s own mid- 
1990s assessment of Iran's development of ICBMs is proving to be far more accurate than that of 
the late 1990s Commission to Assess the Ballistic Missile Threat to the U.S. 
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— Information Sharing - Necessary ( But not Sufficient): It is certainly true that 
some doctrinal tenets like “need to know” must be reexamined in a globalized 
world. The cadre of analysts who work many of the transnational problems is 
going to need much broader access than has traditionally been the case because 
of the potential nexus between and among terrorism, proliferation, crime and nar- 
cotics. The Community hasn’t come to grips with this fact. 

— Balance is Critical: There will always be legitimate constraints on the free flow 
of information. Source sensitivities are real: Imagine how much better off we’d be if 
the fact of UBL’s use of SATCOM had not made it into the press several years ago. 
Special Access Programs, ongoing operations, liaison-provided information, and U.S. 
persons’ privacy rights will all serve to properly limit the free flow of information. 

— Dots Do Not Get Randomly Connected: Some seem to believe that if we just 
“open our doors”-to potential federal, state, local and private sector authorities — 
“the answer” will appear. Unfortunately analysis just doesn’t work that way; the 
amount of daily terrorism “intelligence” that is completely erroneous, utterly 
irrelevant or absolute nonsense is already overwhelming. We really don’t want 
everyone free to render an opinion. Rather, we want to ensure, for example, that 
analysis regarding jihadist interest in airplanes is circulated so that FBI offices in 
Phoenix or Minneapolis know to be on the lookout for, or have the context to, the 
dot they’ve uncovered. 

— Effective Information Sharing a Growing Concern: If an organization posts 
something to its webpage, it can claim to have shared information. Whether the 
right people know the information/analysis is there, and actually make use of it, is 
entirely another matter. Indeed, we’ll almost certainly be dealing with precisely 
this problem in the post mortems of our next intelligence failure; the relevant 
intelligence will have been posted, but the right analysts never found it among the 
terabytes of available information. XML tagging will certainly prove of some 
use, but as we move up the complexity chain from data to information to knowl- 
edge to wisdom, its utility may be open to question. 

— Finally... Information-Sharing is no Panacea: Conventional wisdom seems 
to suggest that as soon as we fix information-sharing we’ve fixed intelligence. 
Even the 9/1 1 Commission has stated that “the greatest impediment to all-source 
analysis.... is the human or systemic resistance to sharing information.” 1V If only 
it were true. In actuality, information-sharing generally operates at the data end of 
the data/knowledge spectrum — where pieces of information are discrete. In some 



lv The 9/1 1 Commission Report: Final Report of the National Commission on Terrorist Attacks 
Upon the United States. Official Government Edition, 416. 
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cases having that data might be extraordinarily important, but most of the intelli- 
gence failures of the last 10 years have occurred at the knowledge end of the 
spectrum and had little to do with sharing a particular piece of information. In the 
final analysis, without appropriate business process changes, we could find that 
pushing more electrons to more organizations will simply result in these same 
organizations being wrong faster. 

Principles For Reform — an Insider’s View 

If information-sharing won’t fix all our problems, what do we do? Assuming 
the depiction of the IC’s problems is reasonably accurate, it is not at all clear what 
the fact of a Director of National Intelligence alone does to fix them. Our prob- 
lems developed over decades and will not be fixed by moving a few boxes around 
or transferring some money between accounts. Indeed the answer is not to throw 
more money or more people at the problem. The fixes will need to be structural, 
systemic and cultural; they are going to be difficult to implement and progress 
will be slow in coming. The following ten basic principles map back to the major 
problems and are intended to help evaluate prospective changes: 

— Address the Major National Security Issue First: Even assuming agreement 
on the evaluation of the problems, reasonable people will disagree on the solu- 
tions. As the complexity of the IC overhaul increases, so too will the number of 
moving parts and the potential for serious disarray. Accordingly, our initial focus 
should be on terrorism and devoted to ensuring that the IC is optimally postured; 
for instance, the National Counter Terrorism Center must be empowered and 
must have a critical mass of the best analysts and other necessary capabilities to 
confront terrorism. Only then should the DNI move on to other major initiatives. 

— Achieve Unity of Purpose: While superficially straightforward, this blinding 
flash of the obvious extends well beyond the IC and is not guaranteed by the 
appointment of a DNI. Who is responsible for what? How many task forces, oper- 
ations centers and “redundant” efforts are appropriate? Do we need a “lead fed- 
eral Agency” approach in different regions overseas to counter terrorism? Do we 
need other “joint” structures domestically to synchronize an array of homeland 
security, law enforcement, intelligence and military efforts? Unless and until we 
address these kinds of very difficult questions, Departmental and Agency prerog- 
atives will be confused with, or substituted for, the national interest and the gov- 
ernment will remain badly sub-optimized. 

— Form Should Follow Function: The logic is simple: Determine, in broad 
strokes, what the IC needs to address and structure it accordingly, ensuring an 
appropriate balance between resources committed and the relative need/impor- 
tance of the consumer. The required changes are fundamental: In an era of global- 
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ization few analytic issues of any consequence are one-dimensional. As such we 
need to focus on structures that promote analytic integration; analysis is simply 
not additive and as a result the entire approach of parceling out discrete pieces of 
the same problem set must be reexamined. The foreign/domestic angle will be 
particularly problematic. 

— Tend to the Military: With the exception of a small policy support shop 
within the Office of the Secretary of Defense (OSD) and the Services, military 
intelligence should be narrowly focused on supporting near-term military opera- 
tions and contingency plans. This would, for example, argue against a separate all 
encompassing “China Center” subordinate to the DNI. Military intelligence 
should have primary responsibility for current Chinese military capabilities. 
Long-term “futures” work — because it inherently involves broader geopolitical 
trends, economics and so forth, would be largely outside the domain of Defense 
Intelligence. 

— Maximize the Potential for Objectivity. With regard to collection, as is pain- 
fully evident from the WMD Commission, we need to broaden the evaluation of 
sources beyond the potentially myopic collectors; this is particularly true for 
HUMINT where analysts themselves must evaluate sources with an eye to weigh- 
ing value and credibility of sources with respect to the question at hand. At the 
same time, with regard to analysis, when Cabinet-level officials such as Depart- 
ment heads have preconceived notions, and yet they have direct control over 
intelligence organizations that in effect speak for the country on substantive 
issues, with huge policy and budgetary implications, we can expect to see ana- 
lytic bias. 

— Focus on Knowledge. Far too many managers spend the bulk of their time in 
non-substantive meetings, de-conflicting production responsibilities, trying to 
apply metrics to inherently non-measurable subjects, dissecting prioritization 
schemes and the like. They often play virtually no role in the analytic work prod- 
uct. Clearly we need to focus on the training of our analysts, but in addition, by 
streamlining the analytic configuration such that a single manager has primary 
responsibility for the major regional and functional issues of concern to the USG, 
we could dramatically reduce the managerial functionary component within the 
Community. Analytic quality would quickly rise. 

— The State/INR Model to Competitive Analysis: A strong central “intelligence 
factory” should produce analysis for the country with much smaller departmental 
structures free to track critical issues and ensure alternative analysis is allowed to 
flourish. v INR reflects a model for conducting such analysis with small numbers 
of high quality analysts; NIEs would continue to be the venue to bring together 
such views. Two related issues: first, too much competitive analysis would be 
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abdicating IC responsibility, simply resulting in policymakers choosing from the 
conclusion they liked best; second, while “red cell” work is important, care must 
be taken to prevent analytic “imagination” from running amok and becoming a 
“sum of all our fears” approach-connecting dots that aren’t really there. 

— Achieve Balance in the Intelligence Cycle: Once we optimize the structure 
so that we are, in fact, configured to confront the major security challenges of this 
millennium, we then need to establish balance between collection and analysis. 
Research and development is critical to developing future collection capabilities. 
But we must limit the unfunded mandates associated with these new capabilities; 
we need to more fully appreciate the attendant downstream costs of processing 
and exploitation. And within the collection domain, are allocations being made in 
rough proportion to the relative importance of the threat against which they are 
best postured to collect? 

— Develop A System of Systems Approach: At the risk of buying into the 
buzzword bingo approach to intelligence reform, there are three fundamental 
changes that would vastly increase system- wide effectiveness: first, a single per- 
sonnel system for intelligence officers, and an attendant IC University to provide 
world class cradle-to-grave professional development; second, an IT infrastruc- 
ture allowing database interoperability that is so self-evidently important; and 
third, programmatic simplification to reduce the massive bureaucracy associated 
with our Byzantine programmatic and budgetary processes. Each of these rela- 
tively straightforward concepts masks massive complexity. 

— Be Careful: The notion that we can implement major reform and “do no 
harm,” at least in the short run, is ludicrous. Even if we “get it right,” the transi- 
tion from “where we are” to “wherever we are going” will be extraordinarily 
tricky. The disruption will be substantial, potentially dangerous, and must be mit- 
igated and phased in properly to avoid significant risk to the Country. The DNI 
ought to assemble the best minds, give them six months to report back on the ten- 
plus-year plan (yes, it’s going to take at least that long) to address the second-, 



v This will be an extremely emotive subject, but if we accept the integration imperative and the need 
to bring managers back into the substantive equation, in addition to an NCTC and a WMD Center, 
the optimal solution for the country may be a consolidation of some parts of the Directorates of 
Intelligence of the CIA and DIA. The science and technology (S&T) component of the current 
military service centers would be subordinated to the strategic S&T office found in the consoli- 
dated DIA/CIA Directorate for Intelligence, under the DNI. Smaller staffs would remain within 
DoD to be in direct support of OSD and the Service Secretaries. Clearly the need to ensure support 
to the Combatant Commanders would be a key concern. DoD's Under Secretary of Defense for 
Intelligence and the Joint Staff would need ample tasking authority to ensure such demands could 
be met. An active-duty four-star military officer as Deputy DNI should certainly help. 
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third-, and fourth-order issues necessary to fix a Community ill-postured to deal 
with the problems of the 21st Century. 

Limits to Reform 

The desired end-state just isn’t that difficult to envision. Don’t be misled by the 
commentators, academics, and many other self-proclaimed experts who have no 
clue what it means to be a collector or desk analyst. We do not need a “revolu- 
tion” in intelligence or any one of the many other slogans that are being bandied 
about. We just need to ensure relevance in this extraordinarily complicated era of 
globalization. To do so, we need to get the facts straight and produce high-quality 
analytic products that make it to the appropriate consumer, when they need it, and 
in a manner they desire; once we do, and when our assessments begin standing 
the test of time, we won’t have to worry about our analysis being cavalierly dis- 
missed, or policy organs forming their own “intelligence shops”-the political cost 
of doing so would simply be too high. The principles laid out above are designed 
to address the IC’s various systemic problems and get us to precisely that end 
state. They would allow us eventually to reestablish the essential expertise and 
credibility, without which we will continue to flounder. 

However, when all is said and done, there is still one major problem that intel- 
ligence reform will not fix-the drift in, and lack of consensus about — U.S. 
national security policy. Because we are so terribly under-invested in all levers of 
power other than the military, we can apply the adage “When all you’ve got is a 
hammer, every problem looks like a nail.” As we think about the challenges of 
globalization, the Intelligence Community has a huge role to play in informing 
our country’s risk equation, but the IC is almost never going to compensate for 
policy shortcomings. Unless and until we figure out who we are as a country, and 
how we are going to relate to the rest of the world-and then build consensus 
around that vision-we will continue to see intelligence failures — and policy fail- 
ures that get dressed up and presented as the former. 
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